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Installation

 Let's Encrypt allow
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Let‘'s Encrypt CA Hierarchy

Let's Encrypt's Hierarchy as of August 2021

DST Root CA X3 h | | E ISRG Root X1 | g \
.

--------

ISRG Root X2 l

TTY Y

C)Private Key O RSA Key \’ ) Inactive (Backup)

E Certificate . ECDSA Key Inactive (Retired)

\ Signature

Unrestricted | © Siemens 2022 | DI PA DCP SUP PSS 1 | 05/2022

* The ISRG Root X1 may still be signed by the
meanwhile expired “Root CA X3”.

» This causes issues when trying to import the
certificates in SINEMA RC since the signing is
checked and the other root expired.

* You'll get an error in the log saying:

System

Error in cert import validation: Certificate chain is not
completel

Souce: https://letsencrypt.org/certificates/
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https://letsencrypt.org/certificates/

Possible Fixes
with existing Certificates

MIIFFjCCAv6gAWIBAgIRAJErCErPDBInU/bWLIWNX1owDQY JKoZIhveNAQELBQAWTzELMAKGALUEBhMCVVMxXKTANBgNV
BAOTIEIudGVybmVOIFNIY 3VyaXR5IFJIc2VhcmNolEdyb3VWMRUwWEWYDVQQDEwxJU1JHIFIvb3QgWDEwWHhcNMjJAWOTAO
MDAWMDAWWhcNMjUWOTELIMTYWMDAWW|AYMQsWCQYDVQQGEWJIVUZEWMBQGALUEChMNTGV0J3MgRWSjcniwdDEL
MAKGA1UEAXMCUjMwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWGgEKAOIBAQC7AhUozPagINMPEuUyNVZLD+ILxmaZ6Qo
inXSaqtSu5xUyxr45r+XX109cPR5QUVTVXjJ600jkZ9Y18QqlObvU7wy7bjcCwXPNZOOftz2nwWgsbvsCUICWH+jdxsxPnHKzh
m+/b5DtFUKWWacF Tz TIUUu61ru2P3mBw4qVUq7ZtDpelQDRrK908ZutmNHz6a4uPVymZ+DAXXbpyb/uBxa3Shig9F8finChvxK
/eG3MHacV3URUPMrSXBiLxgZ3Vms/EY96Jc5IP/O0i2R6X/ExjgmAI3P51T+c8B5fWmcBcUr20k/5mzk53cU6cG/kiFHaFpriViu
xPMUgP17VGhi9sVAgMBAAGjggEIMIIBBDAOBgNVHQ8BAfSEBAMCAY YWHQYDVROIBBYWFAYIKwYBBQUHAWIGCCsGA
QUFBWMBMBIGA1UdEWEB/WQIMAYBAfSCAQAWHQYDVROOBBYEFBQusxe3WFbLrAJQOYfr52LFMLGMB8GA1UdIWQYM
BaAFHMOWeZ7tuXkAXOACI|jIGlj26ZtuMDIGCCsGAQUFBWEBBCYwJDAIBggrBgEFBQcwAoYWaHROcDovL3gxLmkubGVuY
3lub3JInLzAnBgNVHR8EIDAeMBygGgAYhhZodHRwOI8veDEUYy5sZW5jci5vemcvMCIGALIUdIAQbMBKkwCAYGZ4EMAQIBMA
0GCysGAQQBgt8TAQEBMAOGCSqGSIb3DQEBCWUAA4ICAQCFYkSHPgP3hUSFVNVNeLKYY611TR6WPTNIcIQtgaDgw+34I
L9fzLdwALduO/ZeIN7kIJ+m74uyA+eitRY8kc607TKC53wlikfmZW4/RvTZ8M6UK+5UzhK8jCdLUMGYL6KvzXGRSgi3yLgjewQtC
PklVz6D2QQzCkcheAmCJI8MayJu5zlzyZMjAvnnAT45tRAxekrsu94sQ4egdRCnbWSDtY 7kh+BImIINXoB1IBMEKIg4QDUOXo
RgffuDghje1WrG9ML+Hbisq/yFOGWXDIRiX8F6sw6W4avAuvDszue5L3sz85K+EC4Y/WFVDNvZo4TY Xao6Z0f+IQKc0t8DQYz
k10XVu8rp2yJMC6alLbBfODALZVYH7n7do1AZIs419d1P4jnkDrQoxB3UqQ9ohVI3LEKQ73xF10yK5GhDDX80oVIGKF5u+decls
H4YaTw7mP3GFxJSqv3+0lUFJoi5Lc5dal49p90ldshCExroL1+7mrylkXPeFM5TgO9r0rvZaBFOVV2z0gp35Z0+L4WPIbuEjN/Ix
PFin+HIUjr8gRsI3qfJOQFyY/9rKIJROY/80mwt/80TWgylmdeHmmjk7j1nYsvC9ISQ6ZvMIdITTKB3zhThV1+XWYp6érjd5JW1zbV
WEKLNXE7GJIThEUG3szgBVGP7pSWTUTsgXnLRbwHOoq7hHwg==

----- END CERTIFICATE

MIIFY DCCBEigAWIBAGIQQAF3ITfU6UK47naqPGQKtzANBgkghkiGOWOBAQsFADA/MSQwlgY DVQQKEXtEaWdpdGFsIFNpZ2
5hdHVyZSBUcnVzdCBDby4xFzAVBgNVBAMTDKRTVCBSh290IENBIFgzMB4XDTIXMDEYMDESMTQwM10XDTIOMDkzMDE4
MTQWM1owTzELMAKGALUEBhMCVVMXKTANBgNVBAOTIEIudGVybmVOIFNIY3VyaXR5IFJIic2VhecmNolEdyb3VwWMRUwWEwWY
DVQQDEwxJU1JHIFIvb3QgWDEwggliIMAOGCSqGSIb3DQEBAQUAA4ICDWAWggIKA0ICAQCt6CRz9BQ385ueK1coHIe+3Lff
OJCMbjzmV6B493XCov71lam72AE802950hmxEk7axY/QUEmMu/HILgMZshftEzPLpl9d153704/xLxIZpLwYqGcWIKZmZsj348cL
+tKSIG8+TA50CudkuPt5l+IAOf00eXfJIII1IPoOK5PCm+DLtFJV4yAdLbal 9A4jXsDcCEbdflwPPgPrt3aY6vrFk/CjhFLfs8L6P+1dy
70sntKAEWSJIQxwjQMpoOFTJIOWT2e4ZvxCzSow/iaNhUd6shweU9GNx7C7ibluYgeGJIXDR5bHbvO5BieebbpJovIsXQEOEO3
tkQjhb7t/e098flAgeYjzYIlefiN5YNNnWe+wbysR2bvAP5SQXYgdOFtCrwQemsAXaVCg/Y39W9Eh81LygXbNKYwagJZHduRze
6zgxZXmidf3LWicUGQSk+WT7dJIJvUkyRGnWgNMQB9GoZm1pzpRboY7nnlypxlFeFntPIF4FQsDj43QLwWWyPntKHEtzBRL8xu
rgUBN8Q5N0s8p0544fAQJQMNRbcTa0B7rBMDBcSLeCO5imfWCKogMpgsy6vY MEG6KDAOGh1gXxG8K28Kh8hjtGqEgqiNx2
mna/H2gIPRmMP6zjzZN7I1KwOKKP/32+1VQtQi0Cdd4Xn+GOdwiK105tmLOsbdJ1Fu/7xk9TNDTwIDAQAB04IBRJCCAUIwDwWYD
VROTAQH/BAUWAWEB/zAOBgNVHQ8BAfSEBAMCAQYwSwY IKwYBBQUHAQEEPzA9MDsGCCsGAQUFBzAChi9odHRwOI8
VY XBwcy5pZGVudHJI1c3QuY29tL3Jvb3RzL2RzdHIVb3RjY XgzLnA3YzAfBgNVHSMEGDAWgBTEp7Gkeyxx+tvhS5B1/8QVYI
WJEDBUBgNVHSAETTBLMAgGBmMeBDAECATA/BgsrBgEEAY LIEWEBATAWMC4GCCsGAQUFBwIBFiJodHRwOI8vY3BzLnJ
vb3QteDEubGV0c2VuY3J5cHQub3InMDWGA1UdHWQ1MDMwMaAvoC2GK2h0dHAGLy9jcmwuaW RIbnRydXNOLmMNvhS9EU
1RSTO9UQOFYMONSTC5jcmwwHQYDVROOBBYEFHmMOWeZ7tuXkAXOACI|IGIj26ZtuMAOGCSgGSIb3DQEBCWUAA4IBAQA
KcwBsIm7/DILQrt2M510GrS+044+/yQoDFVDC5WxCu2+b9LRPwWkSICHXM6webFGJueN7sJ705XPWioW5WIHAQU7G75K/Qo
SMrAdSW9MUgNTP52GE24HGNiLilqoJFlcDygSMo59ahy2cl2qBDLKobkx/J3vWraVOT9VuGW CLKTVXkcGdtwlfFRjIBz4pYgl
htmf5X6DY O8A4jqv2I19DjXA6UShW 1FzXSLroOhe8Y4IWS6wY 7bCkiCWDCRQJIMEhg76fsO3tXE+FiYrug9RUWhiF 1myv4Q6wW
+CyBFCDfvp7OOGANBdEOM4+gR9sdjoSYKEBpsr6 GtPAQw4dy753ec5-----END CERTIFICATE-----
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Make a copy of the chain.pem file

Open the copy with an editor
The second entry is the cross sign to the old “Root CA X3”
Delete the section marked red from the file and save it

The chain now only contains “R3” signed directly by the new
“ISRG Root X1”

Given your OS has the “ISRG Root X1” as a root CA the
chain is now valid

Import the host certificates and the patched chain.pem into
RC, the error should be gone

This step has to be repeated after every renewal
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Possible Fixes
with new certificates

* To fix the issue permanently the settings of the can be adjusted by using:
« preferred-chain = "ISRG Root X1° In the cli.ini file
 --preferred-chain "ISRG Root X1“ on calling certbot ... directly

 This should result in the certificates being issued by “ISRG Root X1” without the chain
containing the cross signing to “Root CA X3”
The chain.pem can be imported without change then

» On debain bullseye running certbot 1.12.0 if was not sufficient to just use the renew option

The account had to be unregistered first by running:

certbot unregister

and adding it again, e.g.

certbot certonly --standalone --preferred-challenges http --rsa-key-size 4096
--preferred-chain "ISRG Root X1" -d yourhost.com

 Afterwards “Root CA X3” is no longer in the chain and the import works
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